NHOOPMALMOHHASA TAMATKA
JJIAA OBYYAIOIUXCA JIAA PASMEIIEHUSA
HA OPUIINAJIBHBIX HHTEPHET-PECYPCAX

C KaXJbpIM roJIOM MOJIOIEKH B MHTEPHETE CTAHOBUTHCA OOJIbIIIE, @ IIKOJBHUKU OJHHU U3 CAMBIX
aKTUBHBIX Iosb30BaTesnied PyHera. Mexny TeM, IMOMHMMO OIPOMHOIO KOJIMYECTBAa BO3MOKHOCTEH,
MHTEPHET HeceT U Npo0biieMbl. DTa namsITKa JOHKHA IIOMOYb Tebe 6e3011acHO HaXOIUThCS B CETH.

KoMnbrorepHslie BUPYCBI

KomnbroTepHblil BUpYC - 3TO pPa3HOBUAHOCTb KOMIIBIOTEPHBIX HIPOTPaMM, OTIMYUTEIbHOU
0COOEHHOCTBIO KOTOPOH SBJISAETCS CHOCOOHOCTh K Pa3MHOXKEHHIO. B J10moNHEeHHe K 3TOMY, BHPYCHI
MOTYT MOBPEIUTh WU IOJHOCTBIO YHHUYTOXXKUTh Bce (aiiabl M JaHHbIE, IOJKOHTPOJIbHBIC
MOJIb30BATENI0, OT MMEHU KOTOPOro Obljia 3alylieHa 3apaXKeHHas IporpaMma, a TaKkke MOBPEeIUTh WK
Jla’ke YHUUTOXKUTh OIEpAIMOHHYIO CHCTEMY €O BceMH (Qailmamu B 1esnoM. B GoJbIIMHCTBE ciiydyaes
PacrpoCTpaHsSIOTCs BUPYCHI Yepe3 UHTEPHET.

MeTobl 3aLUTHI OT BPEAOHOCHBIX IPOrPaMM:

1. Ucrionb3yit cOBpeMEHHBIE ONEPAlMOHHBIE CUCTEMBI, UMEIOIINE CEPhE3HBIN YPOBEHD 3aIUTHI
OT BPEJOHOCHBIX IPOTrPaMM;

2. IlocrosHHO ycTaHaBnuBail mnayTh (UKM(pOBBIE 3aIlJIaTKH, KOTOPbIE AaBTOMAaTUYECKU
YCTaHABJIMBAIOTCS C II€JbI0 JOPa0OTKM IMPOrpamMMbl) U Jpyrue OOHOBJIEHHsI CBOEH OIepaluoHHON
cucrembl. CkaunBail UX TOJBKO ¢ opuIHMalbHOrO caifta paspadorunka OC. Ecau cymecTByer pexxum
aBTOMaTHYECKOI'0 OOHOBJICHMSI, BKIIIOUH €r0;

3. Paborail Ha cBOEM KOMIIbIOTEpPE MOJ] IpaBaMU MOJIb30BATENs, & HE aMUHUCTpAaTOpa. DTO HE
MO3BOJIUT OOJBIIMHCTBY BPEIOHOCHBIX NPOrpaMM HHCTAJIMPOBATHCA HA TBOEM IE€PCOHAIBHOM
KOMITBIOTEPE;

4. Vcnonp3ylh aHTUBUPYCHBIE NPOTPaMMHBIE HPOAYKTHl HM3BECTHBIX IPOU3BOAUTENEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannub (pu3HYecKHid JOCTYI K KOMIIBIOTEPY U1l HOCTOPOHHUX JIMLL;

6. Vcnonb3yil BHEIIHME HOCUTENM HH(pOpMaluu, Takue Kak (¢iemka, AUCK Wwin (aiia u3
MHTEPHETA, TOJIKO U3 POBEPEHHBIX HCTOUHUKOB;

7. He oTkppiBail KOMIbIOTEpHBIE (hailiibl, OJyUYEHHbIE U3 HEHAJEKHBIX MCTOYHUKOB. Jlaxe Te
¢ailnel, KOTOpbIE MpHCIal TBOM 3HAKOMBIN. JIyuIlle yTouHH y HEro, OTHPAaBJIsUI JIU OH Te0e HX.

Ceru WI-FI

Wi-Fi - 510 He Buj nepenaun JaHHBIX, HE TEXHOJIOTHS, & BCEro JHIIb Open 1, mapka. Emge B 1991
roJly HUjAepiaHjckas komnaHus 3aperucrpuponaia opens "WECA", uto o003Hauano cioBocodyeTraHue
"Wireless Fidelity", koTopblif nepeBoanTcs Kak "GecrpoBoiHAs TOUHOCTD".

Jlo Hamero BpeMeHH Jomnuia Jpyras abOpeBuarypa, KOTopasl SBISETCS TAaKOW e TEXHOJIOTHEH.
Oto abOpeuatypa "Wi-Fi". Takoe Ha3BaHUe OBLJIO JaHO C HAMEKOM Ha CTaHIApT BBICIICH 3BYKOBOM
texHuku Hi-Fi, yTo B nmepeBojie 03HauaeT "BbICOKasi TOYHOCTD .

Ja, OecrniaTHbII HMHTEpPHET-IOCTYN B Kade, OTENsIX M a’dponopTax sBISETCS OTJINYHOM
BO3MOYKHOCTBIO BBIXO/Ia B MHTepHET. HO MHOTHE 3KCTIepTHI CUHMTAIOT, 4To obmenoctynueie Wi-Fi cetn
HE SIBJISIIOTCS] 0€30MaCHBIMHU.

CoBeTsl 110 0€30MacHOCTH pabOThI B 00IEIOCTYIHBIX ceTsix Wi-fi:

1. He nepenaraii cBoro nuunyto uHdopmarnuio depes odmenocrynasie Wi-Fi cetu. Pabotas B
HUX, )KEJIaTeIbHO He BBOJIUTH MMAapOJIH AOCTYIIA, JIOTHHBI U KaKue-TO HOMepa;

2. Hcnone3yil u OOHOBISIH aHTUBUPYCHBIE NpOrpaMMbl W Opanamayep. Tem cambIM Tl
oOe3omacHIb ce0st OT 3aKauKu BUPYyca Ha TBOE YCTPONCTBO;

3. IIpu ucnons3oBanun Wi-Fi otkmoun ¢ynkuuio "OOmmii 1octyn K daitnam u npuHTepam'.
JlanHas QyHKIHS 3aKpbiTa MO YMOJYAaHHUIO, OJHAKO HEKOTOpHIE TOJH30BATENIM aKTUBHUPYIOT €€ JUIs
y100CTBa HCIOJIB30BaHUA B paboTe UK yueoe;

4. He ucnonw3yit myonuuneiidi WI-FI nns nepenaun auuHbIX JaHHBIX, HAIPUMEpP 7S BBIXO/a B
COLIMAJIbHBIE CETU WJIM B 3JIEKTPOHHYIO MOUTY;

5. Wcnonp3yit Tosbko 3amminenHoe coenuuenne yepes HTTPS, a ne HTTP, T.e. mpu Habope
BeO-aapeca BBOAM UMeHHO "https://";

6. B mo6unsHOM Tenedone otkmoun pynkmuio "Iloakmouenne k Wi-Fi aBromatnyecku". He
JOMyCKald aBTOMaTHYECKOTO MOKIIIOUEHHUs yCTpoiicTBa K ceTsiM Wi-Fi 0e3 TBoero cornacus.



ConyanbHble CETU

ConmanbHble CETH aKTMBHO BXOISAT B HAally >XU3Hb, MHOTHE JIIOOU PAaOOTAIOT U KUBYT TaM
noctostHHO, a B Facebook yke 3apeructpupoBaH MHILIAApA YEJIOBEK, YTO SBJISCTCS OJHOM CEIbMOM
BCEX JKUTENEeH Tu1aHeThl. MHOTHE MOJIb30BaTeNN HE TOHUMAIOT, YTO HH(POPMALUs, pa3MELICHHAs MU B
COLIMAJIBHBIX CETAX, MOXKET ObITh HAlJIEHA U UCIIO0JIb30BaHA KEM YTrOJHO, B TOM YHCJIE HE 00s3aTEIbHO C
OnaruMu HaMepEeHUSIMH.

OCHOBHBIE COBETHI 110 OE€30MIACHOCTH B COLIUANIBHBIX CETAX:

1. Orpannub ciMCOK Jpy3eil. Y TeOs B IpY3bsiX HE JODKHO OBITH CIy4alHBIX M HE3HAKOMBIX
JIFOJIEH;

2. 3amMimail cBOI YacTHYIO JXKM3Hb. He ykaspiBail mapomu, TenedoHsl, axpeca, JaTy TBOETO
POXKAEHUS U JPYI'YI0 JIMYHYIO HHGpOpMalMiO. 3JI0yMBIIJIEHHUKH MOTYT HCIOJb30BaTh Jaxe
MH(OPMALIHIO O TOM, KaK Thl M TBOM POJUTENH IUIAHUPYETE IPOBECTU KaHUKYJIBL;

3. 3amminail CBOKO peNyTaLUIO - JIepKU €€ B UUCTOTEe M 3ajaBail ceGe Bompoc: XOTeda Obl Thl,
4TOOBI Jpyrue TIOJIb30BaTeN BHJENM, YTO Thl 3arpyxaems? [lomymail, mpexae dYeM dTO-TO
oIyOJIMKOBAaTh, HAIIUCATh U 3arpy3UTh;

4. Ecniu T TOBOpULIb C JIIOJBMU, KOTOPBIX HE 3HACIllb, HE MCIOJb3YHl CBOE pealbHOE UM U
APYTYIO JUUHYIO HH(POPMALIUU: UMsI, MECTO JKUTENILCTBA, MECTO Y4eObl U IPOYee;

5. U30eraii pasmemenus gororpaduit B MHTEpHETE, e ThI W300paK€H HA MECTHOCTH, IO
KOTOPOU MOXHO OIPEAEIUTH TBOE MECTOIIOJIOKEHHUE;

6. Ilpu perucTpanuu B COLMAIBHOW CETH HEOOXOAWMO HCIIONB30BaTh CIIOKHBIC IapOJIH,
cocTosMe U3 OyKB U IU(P U ¢ KOJTUYECTBOM 3HAKOB HE MEHEe §;

7. [y conpanbHON CETH, TIOYTHI U JPYTUX CAiTOB HEOOXOAWMO HCIIONIB30BaTh PAa3HBIC ApOIIH.
Torna ecau Tebst B3IIOMAOT, TO 3J0YMBIIUIEHHUKU HOJIYy4aT JOCTYN TOJBKO K OJHOMY MECTY, a HE BO
BCE Cpasy.

DIIEKTPOHHBIE IEHBIH

DJEeKTpPOHHBIE ACHBIH - OSTO OYEHb YAOOHBIH CIOCOO IUIaTeXeW, OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU JICHBIH.

ONEKTPOHHBbIE JIEHbIM TMOSIBIWIINCH COBCEM HEIAaBHO M HMMEHHO H3-3a ATOIO0 BO MHOIHMX
rocyapcTBax J0 CUX IOp HE IMPONMCAHO PO HUX B 3aKOHAX.

B Poccun e oHM QYHKIMOHUPYIOT U O HUX YK€ IPOMHCAHO B 3aKOHE, TJI€ UX Pa3JeisaioT Ha
HECKOJIBKO BHJIOB - aHOHMMHBIE U HE aHOHMMHBIE. PazHuIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paspeiiaercsi MPOBOAUTH oONepanuu 0e3 HJIeHTU(PUKALUU [0JIb30BaTeNsl, a B HEAHOHMMHBIX
UACHTU(UKAIMS [TOJIb30BATENs ABISETCA 0053aTENbHOM.

Taxxe cienyer pa3auyarh 3JEKTPOHHBIE (PUATHBIE AEHBIU (PaBHBI FOCYIaPCTBEHHBIM BAJIIOTaM )
U 3JIEKTPOHHbIE He(UaTHbIE ACHBIM (HE paBHBI TOCY/1apCTBEHHBIM BAJIIOTAM).

OcHOBHBIE COBETHI 110 6€30MaCHOI paboTe C 3JEKTPOHHBIMH I€HbIAMHU:

1. TlpuBsku K cueTy MOOWJIBHBIN TenedoH. DTO caMblii yHOOHBIH M OBICTPBI croOcoO
BOCCTAHOBUTBH JOCTYM K cueTy. [IpuBsizaHHBINA TelepOH MOMOXKET, eclu 3a0y/Aellb CBOW TIATEKHBIM
1IapoJib WM 3aiEIIb Ha CAUT C HE3HAKOMOTO YCTPOMCTBa,

2. WUcnonb3yit omHopa3oBbie naponu. [locie mepexosa Ha YCHICHHYIO aBTOPH3aILUI0 TeOe yKe
He OyJIeT yrpoXkarh ONMacHOCTh KPaXXH WM MepexBara IIaTeKHOT0 NapoJis;

3. BeiOepu cnoxHblii naponb. [IpectynmHukam OyaeT He MPOCTO yraaaTh CIOKHBIM MapoJb.
HanexHble maponu - 3To mapoiu, KOTOpbIE COIep)KaT He MEHEee 8 3HAKOB M BKJIIOYAIOT B c€0sl CTPOYHBIE
U TponucHble OYKBbI, HHM(PpPbl MU HECKOJBKO CHUMBOJIOB, TaKHe KaK 3HaK JoJuiapa, (QyHTa,
BOCKJIMIIATENbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JIMYHBIE JAHHBIE HA CANTAaX, KOTOPBIM HE JOBEPSCIIb.

OneKTpoHHas mouTa

ONeKTpOHHAas MOoYTa - 3TO TEXHOJIOTHSI W TNPEAOCTaBIsIeMble €10 YCIYTM IO MEepechbUIKe U
MOJIYYEHUIO DJIEKTPOHHBIX COOOLICHHH, KOTOPBIE PACHpPEIENSIOTCS B KOMIBIOTEpHOW ceTu. OOBIYHO
AJIEKTPOHHBIA MOYTOBBIN SAIIUK BBIMJISAUT CIEAYIOIIMM O0pa3oM: UMS MOJIb30BaTENA(@HUMS_JTOMEHA.
Taxoke Kpome nepegadr IpoOCTOro TeKCTa, UMEETCs BO3SMOXKHOCTD IepeaBarh (haiibl.

OCHOBHBIE COBETHI 110 6€30TaCHOM padOTEe ¢ ANEKTPOHHOU MOYTOM:

1. Hamo BBIOpaTh NpaBUIIBHBIA IOYTOBBI cepBUC. B HHTEpHETE ecThb OTrpOMHBINA BBHIOOP
OeCIUTaTHBIX MOYTOBBIX CEPBUCOB, OIHAKO JIy4llleé JOBEPSATh TEM, KOI'O 3HACllb U KTO IEpBBIA B
pEUTHHTE;



2. He ykasplBaii B JMYHOW TMMOYTe JWYHYK0 wHGopmanuio. Hampumep, nydme BbBIOpaTh
"My3bIKaIbHBIN (haHaT@'" uimu "pok2013" BMecTo "Temal3";

3. Ucnonb3yil ABYX3TalmHYI0 aBTOPU3ALMIO. DTO KOrJa MOMHUMO MAapoJisi HY’)KHO BBOAUTH KOJI,
npuchbUIaeMbIil mo SMS;

4. Beibepu ci0KHBIN Tapodib. JIJIsi KaXI0T0 IMOYTOBOTO SIIIMKA JOJKEH OBITh CBOW HAJEKHBIMH,
YCTOWYHMBBIN K B3JIOMY I1apOJIb;

5. Ecnu ectb BO3MOXHOCTh HamucaTh CaMOMYy CBOM JIMYHBIM BOMNPOC, HCIOJB3YH 3Ty
BO3MO>KHOCTB;

6. Mcnonb3yil HECKOJIBKO MOYTOBBIX AMMKOB. [IepBhIil AJ1s1 YaCTHOM MEPENUCKH C ajpecaTaMu,
KOTOPBIM Thl JIOBEpsCIIb. JTO 3JICKTPOHHBIA aJpec HE HAJ0 HUCIOJIb30BaTh MPU PETUCTpAIMU HaA
dbopyMax u caifTax;

7. He oTkpeiBail (aiiiel ¥ Apyrue BIOXKEHUS B MUChbMaX, Ja)K€ €CIU OHU MPHILIA OT TBOUX
npy3eit. Jlydie yrouHu y HUX, OTIPABIISUIM JIM OHU Tebe 3TH (aiiibl;

8. Ilocie okoHuaHUs pabOTHI HA MOYTOBOM CEPBHUCE MEPE]l 3aKPHITHUEM BKJIAJKU C CAUTOM HE
3a0yap HaXkaTh Ha "BeiidTi".

KubepOyyiiHT Witk BUPTYaIbHOE U3/1EBATEIIHCTBO

KubepOymnuHr - mnpecinenoBaHHe COOOMICHUSMH, COJEPKAIIUMH OCKOPOJIEHHs, arpeccuro,
3alyruBaHue; XYJIUTAHCTBO, COLMAIbHOE OOWKOTHPOBAaHHUE C TIOMOIIBIO PA3IUYHBIX HHTEPHET-
CEPBHUCOB.

OcHoBHBIE COBETHI IO 60pHOE ¢ KHOEPOYILITUHTOM:

1. He Opocaiicst B 60#. Jlydmuii cioco6: mocoBeToBaThCs Kak ceOs BECTHU U, €CIIM HET TOro, K
KOMY MOHO OOpaTHThCS, TO BHAYaJe YCIIOKOUTHCS. Eciii Thl HayHenb OTBEYaTh OCKOPOJECHUSMU HA
OCKOpOJIEHUS, TO TOJBKO e11ie O0JbIIe Pa30XkKelb KOHDIHUKT;

2. YopaBinsii cBoel kubeppenyranuei;

3. AHOHUMHOCTH B ceTd MHUMas. CyIlIecTBYIOT CIOCOOBI BBISICHUTH, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He crouTt BecTH XyJIUTaHCKHI o0pa3 BUpPTyalbHOU ku3HU. VIHTEpHET (PUKCUpPYET BCce TBOU
JEUCTBUS U COXPAHSIET UX. Y TAIUTh UX OYAET KpailHe 3aTpyTHUTEIHHO;

5. Cobmrofiait CBOIO BUPTYaIbHYIO Y€CTh CMOJIOY;

6. UrHopupyil enuHuuyHbli HeraTuB. OJHOpPa30BbIE OCKOPOMUTEIbHBIE COOOIICHUS JIydllle
urHopupoBaTh. OOBIYHO arpeccus MpeKpanaeTcsl Ha Ha4albHOM CTaIui;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIEHHSIMU, B COIMAIBHBIX CETAX
€CTh BO3MOXXHOCTh OJIOKHPOBKH OTIPABKU COOOIIEHUH C OMPEIEIEHHBIX aIpECOB;

8. Ecniu ThI cBUAeTeNnh KuOepOyuiHTa. TBOM NEHCTBUS: BBICTYNMUTH MPOTUB IpECiieIOBaTENS,
MOKa3aTh €My, YTO €ro JEWCTBHUS OLIEHUBAIOTCS HETaTUBHO, MOAJEPXkaTh KEPTBY, KOTOPOM HY>KHA
TICUXO0JIOTHYECKasi TOMOIIb, COOOIIUTH B3POCIBIM O (paKTe arpeCCHBHOTO TTOBEACHUS B CETH.

MoOumnbHbIH TenedhoH

CoBpemeHHble cMapT(HOHBI U IJIAHILIETHI COJEpKaT B ceOe BIOJHE B3pOCHbIA (YHKIIMOHAN, U
Terepb OHU MOTYT KOHKYPHUPOBaTh CO CTALIMOHAPHBIMU KOMIbIoTepaMu. OTHAKO, CPEICTB 3AIIUTHI JJIs
MOAOOHBIX YCTPOWCTB MOKA OYE€HHh Ma0. TeCTHPOBAaHUE W MOUCK YSI3BUMOCTEH B HUX MPOUCXOJUT HE
TaKk UHTEHCUBHO, Kak 17 [1K, To ke camoe kacaeTcs 1 MOOUIIbHBIX MPUITOKCHHM.

CoBpeMeHHbIe MOOMIILHBIE Opay3ephl YKe MPaKTHUYECKH JOTHAIW HACTOJIbHBIE aHAJIOTH, OJTHAKO
pacmupenue GpyHKIHOHANA BJIeUeT 3a CO00i OONBIIYIO CI0XKHOCTh U MEHBIIYIO 3alUIIEHHOCTD.

Jlaneko He Bce TPOW3BOIUTENN BBITYCKAIOT OOHOBJICHHS, 3aKpPBIBAIOIINE KPUTHUYECKUE
YSI3BUMOCTH JIJIsl CBOMX YCTPOMCTB.

OcCHOBHBIE COBETHI JyTsi 6€30MacCHOCTH MOOMIILHOTO TenedoHa:

Huuero He sBisercs mo-HacTosmeMy OecIutlaTHbBIM. byns ocTropokeH, Beap Korjga Tebe
MpeJIaraloT OeCcIIaTHRIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO IJIaTHBIE YCITYTH,

Hymaii, npexne yem otnpaBuTh SMS, ¢oto mnm Buaeo. Thl TOYHO 3HACII, IJI€ OHU OyIyT B
KOHEYHOM UTOTe?

Heo6x01uMo 0OHOBIISATE ONEPAIIMOHHYIO CUCTEMY TBOETro cMapT(hoHa;

Hcnonbk3yit aHTUBHPYCHBIE POTPaMMBbI AJ11 MOOUJIBHBIX TeJe(OHOB;

He 3arpyxail mnpunokeHHsi OT HEU3BECTHOTO HCTOYHMKA, BEAb OHHM MOTYT COAEpPKaTh
BPEIOHOCHOE MPOTrpaMMHOE 00eCIIeUeHUE;



[Toce Toro kKak ThI BBIMJCIIH C CaidTa, TJIe BBOJIWI JIMYHYIO WH(MOPMAIUIO, 3aiIM B HACTPOUKHU
Opayzepa u ynanu cookies;

[Tepuoanuecku mpoBepsii, KakKe IUIATHBIE YCIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE;

JaBaii cBoii HOMEp MOOWJIBHOTO TenedoHa TOJNBKO JIOASAM, KOTOPBIX THI 3HACHIb M KOMY
JIOBEpSsiellIb;

Bluetooth momxken ObITH BBIKIIIOUEH, KOTJIa ThI UM HE MOJb3yemibes. He 3a0piBali wHOTIA
IIPOBEPSTH 3TO.

Online urpsr

CoBpeMeHHbIE OHJIAH-UTPHI - 3TO KPACOUYHBIE, 3aXBaThIBAIOIINE Pa3BiIcueHUs, 00BEAUHSIIOMINE
COTHHM TBICSY YEJIOBEK IO BceMy Mupy. Urpoku ucciaeaytoT JaHHBIM UM MHp, OOIIAIOTCS APYT C IPYTOM,
BBITIOJHSIOT 33/IaHUSA, CPAXKAIOTCSI C MOHCTPAMU M TOJY4YalOT ONBIT. 3a YAOBOJILCTBHE OHHU ILIATAT:
MOKYNAIOT JUCK, OTUIAYMBAIOT aDOHEMEHT WJIH MPHOOPETAIOT KaKUe-TO OIILIUH.

Bce atu cpeactBa uayT Ha mojjepKaHHe W pa3BUTHE UIPHI, a TaKKe Ha caMy 0€30MacHOCTD:
COBEPIICHCTBYIOTCSI CHCTEMbI aBTOPH3AIMH, BBITYCKAIOTCS HOBbIE MaTydl (LUQPOBBIC 3aIIaTKH IS
MIPOrpaMM), 3aKpPbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.

B mogo0HBIX Wrpax CTOUT OMacaThCsl HE CTOJIBKO CBOMX CONEPHUKOB, CKOJIBKO KPakKh TBOETO
napoJisi, Ha KOTOPOM OCHOBaHA CUCTeMa aBTOPU3AIMK OOJILITMHCTBA UTD.

OcCHOBHBIE COBETHI IO OE€30MTACHOCTH TBOETO UTPOBOTO aKKAyHTA:

1. Ecniu npyro#i urpok BefeT cels II0X0 WM cOo3/aeT Te0e HEeMpUATHOCTH, 3a0JI0KHPYH ero B
CIIMCKE UTPOKOB;

2. Tloxanyiics aAMHHHCTpaTOpaM HIPhl HA IUIOXOE MOBEACHHUE STOT0 HUIPOKa, >KEIaTelbHO
MPUIOKUTh KaKHE-TO JI0Ka3aTeIbCTBA B BUJI€ CKPUHOB;

3. He yka3biBaii 1uuHyro nHGOpMaIuio B mpodaiiie urpsl;

4. YBaxkall Ipyrux y4acTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeodunanbHbIE MAaTYU U MOBL;

6. Mcnonp3yil cliokHbIE U pa3Hble apoJy;

7. Jlaxe BO BpeMs UTPBI HE CTOMT OTKJIIOYATh aHTUBHpPYC. [loKka ThI Urpaeiib, TBOM KOMIBIOTED
MOTYT 3apa3HTh.

OUIIMHT WK Kpaska TUYHBIX JaHHBIX

OObIyHON Kpaxkeil JeHer W JOKYMEHTOB CEroJHSl YK€ HHUKOTO HE YAMBHILb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOTUH 3JIOYMBIIUIEHHUKH MEPEMECTHIIMCH B MHTEPHET, W IMPOJOJDKAIOT 3aHUMAaThCs
"Mr0O6UMBIM" 1€JI0M.

Tak nosiBUIack HOBast yrpo3a: MHTEPHET-MOIIEHHUYECTBA UM (PUILUHT, TJ1aBHAs LEJIb KOTOPOro
COCTOMT B MOJYYeHMHM KOHOQUACHIMAIbHBIX JaHHBIX I0JIb30BaTeNell - JOoruHOB W mapoiyeidl. Ha
aHrMiCcKoM s3bike phishing untaercs kak pummHr (ot fishing - peiGHas 10, password - MapoJb).

OcHOBHBIE COBETHI 110 OOPHOE € PUITMHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciiu Tl OJj03peBaellb, YTO TBOSI aHKeTa ObUla B3JIOMaHa, TO
HE00XO0MMO 3a0JIOKHPOBATH €€ U COOOIINTH aIMUHUCTPATOPaM pecypca 00 ITOM Kak MOKHO CKOpee;

2. Ucnonb3yit OezomnacHble BeO-CaiiThl, B TOM YHCIIe, HHTEPHET-Mara3uHoB U IIOUCKOBBIX CUCTEM;

3. Ucnonw3yit ciioxHBIE W pa3Hble Tapoiau. Takum oOpa3oM, eciu TeOs B3JIOMAalOT, TO
3JIOYMBIIIJICHHUKH MOJTy4aT AOCTYH TOJIBKO K OJHOMY TBOEMY NMPO(UIIO B CETH, @ HE KO BCEM;

4. Ecnu Te0s B37IOMaaM, TO HEOOXOAMMO MPEAYNPENUTh BCEX CBOUX 3HAKOMBIX, KOTOpBIE
no6asneHsl y TeOs B APY3bsX, O TOM, YTO TeOs B3JIOMAlM M, BO3MOXKHO, OT TBOETO MMEHHU Oyjaer
paccbuIaThCs CliaM M CChUIKU Ha (PUIMHTOBbIE CalThI;

5. Ycranosu HazexHbIi naposs (PIN) Ha MOOHIIBHBIN TenedoH;

6. OTKIIIOYH COXpaHEHHE MapoJisi B Opaysepe;

7. He oTkpeiBail ¢ailnel U Apyrue BIOKEHUS B MHUChbMax, Ja)Xe €CIIM OHU MPHUILIM OT TBOHUX
npyseit. Jlydie yTouHu y HUX, OTIIPABIISIIN JIM OHU TeOe 3TH (ailiibl.

[udpoas penyranus

[MudpoBast penyrauust - 3TO HEraTUBHAs WM MO3UTHBHAs HH(GOpManus B ceTH O Tebe.
Komnpomerupyromass uHpOpMaius, pa3MelleHHas B HHTEPHETE, MOXKET CEpbe3HBIM 00pa3oM
OTpa3UThCs Ha TBOEH peanbHOW xu3HH. "llmdpoBas penyramms" - 5TO TBOW HMHUIK, KOTOPBIH
bopmupyercst u3 nuHopMalu o Tede B UHTEPHETE.

TBoe MecTo KUTEIbCTBA, y4ueObl, TBOE€ (PMHAHCOBOE TOJIOKEHHE, OCOOCHHOCTH XapakTepa W
pacckasbl 0 OJTM3KUX - BCE 3TO HAKAIUIMBACTCS B CETH.



MHorue noJIpOCTKU JIETKOMBICIIEHHO OTHOCSTCS K MYyOJIMKauu JUYHOW HHGOpManuu B
WuTepHere, HE MOHMMAs BO3MOXKHBIX MOCIEACTBUN. Thl Jake HE CMOJKEIIb J0TaJaThCsi O TOM, UYTO
dboTorpadus, pazMeIIeHHas 5 JIeT Ha3a, cTaja IPUYUHON OTKa3a MPUHATH TeOs Ha paboTy.

KommenTapuu, pa3menienne TBoux QGortorpaduii U qpyrue ASUCTBUS MOTYT HE HCUE3HYTh JIaxKe
MocJie TOTo, KaK Thl UX YJAIUIIb. Thl HE 3HaelIb, KTO COXPAaHWI 3Ty MH(OpMaIHIO, ToMaia JIu OHA B
MIOMCKOBBIE CUCTEMbI M COXpPAHMJIACh JIM OHA, a TJABHOE: YTO MOAYMAIOT O TeOE OKPYKAIOIIUe JIIOIH,
KOTOpble Halayr M yBUAAT 3T0. HailiTu mH(bOpMaiuio MHOrO JIET CIYCTS CMOXET JI000# - Kak u3
TOOPBIX MOOYXKISHHIA, TAK U C HAMEPEHUEM MIPHUUYUHHUTD BPel. DTO MOXKET ObITh KTO YTOJIHO.

OcHOBHBIE COBETHI 110 3alIUTe HU(PPOBOI pemyTalum:

1. [Moxymaii, mpesx/ie 4eM 4To-TO MyOJIMKOBATh U NepeaaBarh y ceOs B 010re Wi B COLMATbHON
ceTu;

2. B mactpoiikax mpo¢uis YCTaHOBH OTPAaHWYEHHS Ha IMPOCMOTP TBOETO Mpoduis U ero
COJIEP’KUMOTO, CAeIal ero TOJIbKO "1yis apy3en”;

3. He pa3memaii 1 He yka3biBail MHPOPMAIUIO, KOTOpas MOXKET KOTO-TH00 OCKOPOISATh WU
00MXKaThb.

ABTOpCKOE IIPABO

CoBpeMeHHbBIE NIKOJBHUKH - aKTUBHBIE MOJb30BaTenu LudpoBoro mpoctpaHcTBa. OmHako
JaJleko He BCE 3HAIOT, YTO TIIOJb30BaHME MHOTMMH BO3MOXKHOCTSMH IM(PpPOBOro Mupa Tpedyer
COOJTIOICHUS TTPaB HA UHTEJUIEKTYaIbHYI0 COOCTBEHHOCTb.

TepMuH "UHTE/UIEKTyajdbHasi COOCTBEHHOCTb' OTHOCUTCSI K  pa3jIMYHbIM  TBOPEHUSIM
YelI0OBEYEeCKOr0 yMa, HauyWHas ¢ HOBBIX M300peTeHHil M 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTHh Ha
NPOAYKTHl W YCIYTH, W 3aKaH4YMBasg KHHUTamMH, (oTorpadusmMu, KHHOPHIBMAMH M MY3bIKaJIbHBIMU
MIPOU3BEICHUSMHU.

ABTOpCKHE IpaBa - 3TO IpaBa Ha MHTEIUIEKTYyaJlbHYI0 COOCTBEHHOCTh HA IIPOU3BEIECHUS HAYKH,
JTUTEpaTypbl U HUCKYCCTBAa. ABTOPCKHE TMpaBa BBICTYHNAIOT B KayecTBe TapaHTUHW TOTO, YTO
MHTEIJUICKTYaJIbHBIN/TBOPUECKUI TpyA aBTOopa HE OyIeT HampacHbIM, JacT €My CIpaBeIINBbIC
BO3MOXXHOCTH 3apa0o0TaTh Ha pe3ylbTaTax CBOETO TPY/a, MOIYYUTh U3BECTHOCTh U Mpu3HaHue. Hukro
0e3 paspelieHHs] aBTOpa HE MOYKET BOCIPOU3BOJIUTH €r0 NMPOU3BEACHHE, PACIPOCTPAHSTH, IyOIHYHO
J€MOHCTPHPOBaTh, MpoOJaBaTh, WMIIOPTHPOBATh, IycKaTb B MPOKaT, MyOJIWYHO HCIOJIHATH,
MTOKa3bIBaTh/UCHIOJHATH B 3upe miu pazmemiats B HTepHere.

Hcnonb3oBanue "MUpaTCKOro" NPOrpaMMHOIO 00ECHeueHUs] MOXKET IPHUBECTH K MHOTHM
pHUCKaM: OT MOTEPU JaHHBIX K TBOUM aKKayHTaM JI0 OJIOKMPOBKHU TBOETO YCTPOMICTBA, I'/l€ YCTaHOBJIEHA
HeserajgbHas mporpamma. He cTouT Takke 3a0bIBaTh, YTO CYIIECTBYIOT JIETallbHbIE M OecIIaTHbIE
IIPOrpaMMbl, KOTOPbIE MOKHO HalTH B CETH.

O nopraine

CeteBU4OK.p( - TBOM TJIAaBHBIA COBETYUK B CETH. 37€Ch Thl MOXKEIIb Y3HaTh O O€30MaCHOCTH B
CEeTU TMOHATHBIM U JIOCTYIHBIM S3BIKOM, a MPH BO3HUKHOBEHUH KPUTHUECKOW CHUTyallud OOpaTUThCA 3a
COBETOM. A Tak)Ke MPUHATH y4acTHE B KOHKYpCaX U CTaTh CaMbIM LIU(PPOBBIM I'paxTaHUHOM!



